
 
 

 

 

Minutes 
Reliability Issues Steering Committee 
August 30, 2017 | 8:30 a.m. – 4:30 p.m. Eastern 
August 31, 2017 | 8:00 a.m. – 12:00 p.m. Eastern 
 
Kristin Iwanechko took attendance and verified a quorum with the following Reliability Issues Steering 
Committee (RISC) members in the room or on the phone: Peter Brandien, Terry Bilke, Carol Chinn, Brian 
Evans-Mongeon, Daniel Froetscher, Charles King, Lloyd Linke, Nathan Mitchell, Dave Osburn, John 
Pespisa, Chris Root, Herb Schrayshuen, Chris Shepherd, Brian Slocum, and Mike Walker. Others in 
attendance in person included: Erika Chanzes, Tom Galloway, Ken Keels, Mark Lauby, Joe Spencer, and 
Guy Zito. 
 
Introduction and Chair’s Remarks 
Mr. Brandien welcomed RISC members and observers and reviewed the agenda. He noted that the goal of 
the meeting was to review the risk profiles and recommendations and capture input to be incorporated 
into the next draft. 
 
NERC Antitrust Compliance Guidelines and Public Announcement 
Mr. Brandien called attention to the NERC antitrust guidelines in the agenda package. 
 
Agenda Items 

1. June 28, 2017 Meeting Minutes 
The June 28, 2017, meeting minutes were approved as amended by Mr. Froetscher on a motion by 
Mr. Evans-Mongeon and seconded by Mr. Froetscher. 

2. ERO Reliability Risk Priorities Report 
The RISC discussed the report in sections, as outlined below. 

a. Summary of Pulse Point Interviews 
Mr. Brandien reviewed the questions that were asked during the pulse point interviews and 
noted that the interviews generally reinforced the risks that are currently in the report and did 
not identify anything new. Mr. Lauby highlighted discussion around resiliency and the need for 
communication to new players in the industry. Mr. Walker added that there was a request for 
someone from RISC to present the final report after NERC Board of Trustees approval to the 
National Association of Regulatory Utility Commissioners (NARUC) at its annual meeting in 
February. 

• A RISC member suggested summarizing the comments from the pulse point interviews 
rather than including a bulleted list.  

• Referencing the comment regarding Essential Reliability Services being particularly 
challenging, a RISC member suggested there may be more to be done in that area, 
particularly to get the message out more broadly. 



 

Minutes – Reliability Issues Steering Committee – August 30-31, 2017 2 

• A RISC member noted that the focus of the changing workforce risk appears to have shifted 
to ensuring the existing workforce has necessary skills and this should be addressed in the 
report. 

• A RISC member noted that the summary did not include anything regarding markets or 
market construct issues and asked if that was mentioned during the interviews. Mr. 
Brandien noted that interviewees only mentioned that units are economically challenging 
and did not opine on any particular market issue. RISC members agreed on the need to 
identify this as an emerging issue that should be watched. 

b. Discuss Risk Profile Revisions and Themes 
The RISC reviewed each of the profiles and recommendations in the draft report that was 
included in the agenda package. The draft report included the proposed edits from the sub-
groups that were assigned to work on reviewing and updating the risk profiles. With the 
exception of the Asset Management and Maintenance profile, the focus of each of the profiles 
remained the same as last year’s report. The RISC agreed to shift the focus of the Asset 
Management and Maintenance profile to focus on increasing complexity in protection and 
control systems. Several specific changes to each of the profiles and recommendations were 
also discussed, including wording changes and the addition and deletion of recommendations, 
which will be reflected in the next draft. Some additional suggestions included: 

• Narrowing down the recommendations only to those that the RISC suggests needs to be 
done and not including those that are being sufficiently addressed. 

• Considering prioritizing and reordering the recommendations by items in progress and 
those that are still recommended to be acted on. 

• Reviewing the profiles for duplication or any similarities to either reconcile or acknowledge 
in the report. 

c. Discuss Level of Risk Categorization 
Mr. Brandien noted that when presenting last year’s report, there appeared to be confusion on 
the meaning of the high, medium, and low risk categorizations. He suggested using the terms 
emerging, evolving, and known/existing and provided proposed definitions which were 
discussed by the RISC. While there were RISC members that favored both options, the RISC 
came to a consensus that the report should continue to use high, medium, and low to 
categorize the risks, but the definitions should be expanded to better articulate the meaning. 
Further, the report should acknowledge that the RISC believes all identified risks are 
important, and a low categorization does not indicate otherwise.  

• One RISC member suggested considering using the term lower instead of low.  

• While the RISC generally decided to use the high, medium, and low categorizations for this 
report, alternate terms should be discussed further in the future.  

• Mr. Brandien suggested asking stakeholders during the comment period regarding this 
approach. 
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d. Risk Profile Heat Map 
Mr. Brandien noted that a sub-group met to discuss the heat map and felt that the heat map 
used in the 2015 report was generally more effective for showing risk. The group also 
discussed whether there could be a standard methodology that could be repeated year after 
year. The RISC discussed the sub-group’s proposal for a standard methodology, but decided to 
discuss this further for a future report and not use an algorithm for the current report. The 
RISC reviewed the placement of the risk profiles from last year’s heat map, and based on its 
professional judgement, agreed on the following: 

• Profiles 2, 3, 5, 6, and 8 should remain stable from last year’s report, reflecting no change 
in impact to BPS reliability or likelihood of occurrence. 

• Profile 1 should move slightly to the right reflecting a slight increase in likelihood due to the 
addition of things such as distributed energy resources, photovoltaics, and wind. 

• Profile 4 should shift to the right and slightly up reflecting an increase in likelihood of 
occurrence and slight increase in impact to BPS reliability. Since the focus of this profile is 
changing to include protection control system complexities, this shift in the heat map does 
not represent a trend from last year. 

• Profile 7 should move down reflecting a lower impact to BPS reliability because the grid has 
generally been responding better to severe weather events. While it appears that 
likelihood may be increasing, the RISC did not believe it was appropriate for this profile to 
show an increased likelihood until more data is obtained. 

• Profile 9 should move to the right reflecting an increase in likelihood of occurrence based 
on what is being seen regarding sophistication and frequency of recent attacks.  

 
Below are some additional highlights and future considerations from the discussion: 

• Consider shifting quadrants to be unequal or remove gridlines in the heat map. 

• In future pulse point interviews, consider asking interviewees to score the identified risks. 

• To the extent the RISC desires to depict residual risk, NERC may be able to use data it has 
to assist with that. 

• In a future meeting, discuss how RISC might want to address electromagnetic pulse. 

e. Next Steps for Finalizing First Draft 
General highlights for consideration in finalizing the first draft of the report included: 

• Add a reference to the Department of Energy’s recent grid study. 

• With respect to crosscutting themes, add language around resiliency, investments that 
have been made on the BES, and residual risks. 

• Acknowledge that industry has acted on previous RISC recommendations and the RISC 
believes there has been improvement in mitigating the identified risks. 
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• For a future version of the report, consider reducing the number of risk profiles. For 
example, risk profiles 1 and 3 may be able to be merged into a single profile.  

• Consider formatting the report in a way that will assist in showing clearer linkages in the 
ERO Enterprises Long-Term Strategy and Operating Plan to the RISC recommendations. 

 
To finalize the first draft for stakeholder comment, NERC staff will work with Mr. Brandien to 
prepare the first draft to send to the committee for review based on the discussions at this 
meeting. The RISC will have about one week to review the report to agree on a first draft to 
post for stakeholder comment. If there are extensive changes, this timeline may be extended. 
With this timeline, a conference call will be scheduled around the end of October to review 
comments from the stakeholder comment period on the first draft. Mr. Brandien will present 
the status of the report to the Member Representatives Committee at its November meeting. 

3. 2017 RISC Schedule 
The 2017 RISC schedule was included in the agenda package for information and will be adjusted 
as necessary to reflect any scheduled conference calls or changes in approach. 

4. Future Meeting Dates 

a. October TBD – conference call 

b. November TBD – conference call 
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